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DETAILED ACTION 



1. 



Claims 1 , 3, 5-1 7, 1 9, and 21 -23 are pending in this office action. 



Continued Examination Under 37 CFR 1.114 



2. A request for continued examination under 37 CFR 1.114, including the fee set 
forth in 37 CFR 1 .17(e), was filed in this application after final rejection. Since this 
application is eligible for continued examination under 37 CFR 1.114, and the fee set 
forth in 37 CFR 1 .17(e) has been timely paid, the finality of the previous Office action 
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on 
December 26, 2007, has been entered. 

3. Applicant's arguments, filed December 26, 2007, have been fully considered but 
they are not persuasive. 

Rejections 

4. The text of those sections of Title 35, U.S. Code not included in this action can 
be found in a prior Office action. 



Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 



Claim Rejections - 35 USC § 101 



5. 



35 U.S.C. 101 reads as follows: 
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6. Claims 1.3. 5-16, 19, 21. and 22 are rejected under 35 U.S.C. 101 because the 
claimed invention is directed to non-statutory subject matter. Claims 1,19, and 22 (the 
independent claims) recite an apparatus, system, program, respectively. Each claim 
recites means for performing the limitations of the apparatus, system, and program. 
The means for performing can be construed as just software, thus making the claim 
non-statutory. The remaining claims depend from claim 1,19, and 22, and therefore 
inherit their deficiencies. Additionally, claim 22 cites a program on a computer including 
code. The specification, paragraph 0092, states that the program is stored on a 
medium, such amendment would fix the 1 01 issue with claim 22 being a program. 



Claim Rejections - 35 USC § 103 

7. Claims 1 . 3. 5-1 1 . 16. 17. 19. and 21-23 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Usami et al. (U.S. Patent No. 6,785,814) in view of Davis (U.S. 
Patent No. 7,069,584). 



Regarding claims 1.17. and 22 . Usami et al. teaches and image processing 
apparatus/method/program comprising: 

• Additional information generating means for generating additional information 
(fig. 11, ref. num 62); and 

• Adding means for repeatedly adding the additional information to image data to 
generate information-added data so as to make it difficult to visually identify the 
additional information (fig. 11, ref. num 63 and col. 20, lines 10-29). 
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Usami et al. does not teach encrypting means for encrypting the information- 
added data to make it difficult to detect a position where the additional information is 
added and for outputting the encrypted information-added data to an image forming 
apparatus, wherein said encrypting means encrypts the information-added data by 
randomly arranging the additional information together with the image data, and 
wherein the additional information is randomly arranged across the whole area of 
the image data. 

Davis teaches encrypting means for encrypting the information-added data to 
make it difficult to detect a position where the additional information is added and for 
outputting the encrypted information-added data to an image forming apparatus (fig. 2), 
wherein said encrypting means encrypts the information-added data by randomly 
arranging the additional information together with the image data, and wherein the 
additional information is randomly arranged across the whole area of the image 
data (col. 3, lines 50-67). 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made, to combine encrypting information-added data in a position where 
it is difficult to detect, as taught by Davis , with the system/method/program of Usami et 
al. It would have been obvious for such modifications because the confusion of the 
location of the embedded data provides authentication (see abstract of Davis). 
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Regarding claim 3 , Usami et al. as modified by Davis teaches wherein said 
encrypting means adds key information for specifying an encryption method to the 
encrypted information-added data (see col. 1, lines 16-21 of Usami et al.). 

Regarding claim 5 , Usami et al. as modified by Davis teaches wherein said 
encrypting means arranges the information-added data on the basis of a predetermined 
random pattern (see col. 2, lines 22-34 of Usami et al). 

Regarding claim 6 , Usami et al. as modified by Davis teaches wherein the key 
information is information for specifying the random pattern (see col. 2, lines 22-34 of 
Usami et al.). 

Regarding claim 7 , Usami et al. as modified by Davis teaches transmitting means 
for transmitting the image data encrypted by said encrypting means to a connected 
image forming apparatus (see fig. 5 of Usami et al.). 

Regarding claim 8 , Usami et al. as modified by Davis teaches wherein the 
additional information includes first information for specifying the image forming 
apparatus (see col. 12, lines 39-49 of Usami et al.). 
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Regarding claim 9 , Usami et al. as modified by Davis teaches wherein the first 
information is notified from the image forming apparatus (see col. 12, lines 39-49 of 
Usami et al.). 

Regarding claim 10 , Usami et al. as modified by Davis teaches wherein the 
additional information includes second information associated with a processing 
environment for the image data (see col. 4, lines 31 -46 of Usami et al.). 

Regarding claim 1 1 , Usami et al. as modified by Davis teaches wherein the 
second information includes information for specifying the image processing apparatus 
(see col. 4, lines 31-46 of Usami et al.). 

Regarding claim 16 , Usami et al. as modified by Davis teaches wherein the 
image data is color image data made of a plurality of color components, and said adding 
means adds the additional information to data of a predetermined color component of 
the color image data (see col. 2, lines 40-53, 66-67 and col. 3, lines 1-20 of Usami et 
al.). 

Regarding claim 19 , Usami et al. teaches an image processing system having an 
image processing apparatus connected to an image forming apparatus (fig. 5 and col. 1, 
lines 16-20), 

Said image processing apparatus including 
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• Additional information generating means for generating additional information 
(fig. 11, ref. num 62); 

• Adding means for repeatedly adding the additional information to image data to 
generate information-added data so as to make it difficult to visually identify the 
additional information (fig. 11, ref. num 63); 

• Transmitting means for transmitting the encrypted image data to said image 
forming apparatus (fig. 5); and 

Said image forming apparatus including 

• Receiving means for receiving the encrypted data transmitted from said image 
processing apparatus (fig. 12, ref. num 51) and 

• Image forming means for forming a visible image on the basis of the decrypted 
information-added data (fig. 12, ref. num 65 and col. 16, lines 18-30). 



Usami et al. does not teach encrypting means for encrypting the information- 
added data to make it difficult to detect a position where the additional information is 
added or decrypting means for obtaining the information-added data by decrypting the 
received encrypted data, wherein said encrypting means encrypts the information- 
added data by randomly arranging the additional information together with the image 
data, and wherein the additional information is randomly arranged across the 
whole area of the image data. 
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Davis teaches encrypting means for encrypting the information-added data to 
make it difficult to detect a position where the additional information is added and 
decrypting means for obtaining the information-added data by decrypting the received 
encrypted data (fig. 2), wherein said encrypting means encrypts the information-added 
data by randomly arranging the additional information together with the image data, 
and wherein the additional information is randomly arranged across the whole 
area of the image data (col. 3, lines 50-67). 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made, to combine encrypting information-added data in a position where 
it is difficult to detect and decrypting the encrypted information, as taught by Davis , with 
the system of Usami et al. It would have been obvious for such modifications because 
the confusion of the location of the embedded data provides authentication (see 
abstract of Davis). 

Regarding claim 21 , Usami et al. as modified by Davis teaches wherein 

• Said encrypting means adds key information for specifying an encryption method 
to the encrypted information-added data (see col. 1, lines 16-21 of Usami et al); 
and 

• Said decrypting means decrypts the encrypted data on the basis of the key 
information added by said encrypting means (see col. 16, lines 18-30 of Usami et 
al.). 
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Regarding claim 23 , Usami et al. as modified by Davis teaches a storage 
medium storing the program defined in claim 22 (see fig. 1 of Usami et al.). 

Claims 12-15 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Usami et al. (USPN '814) and Davis (USPN '941) in view of Ito et al. (US 2001/0013097 
A1). 

Regarding claim 12 , Usami et al. as modified by Davis teach all the limitations for 
the following limitation. Ito et al. teaches wherein the information for specifying the 
image processing apparatus includes a network ID of the image processing apparatus 
(paragraph 13). 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to combine the teachings of Ito et al. within the system of Usami et al./Davis 
because a network ID is essential for the image processing apparatus to be identifiable 
and hence connected to a network. 

Regarding claim 13 , Usami et al. as modified by Davis teach all the limitations 
except for the following limitation. Ito et al. teaches wherein the network ID is acquired 
in accordance with a type of network to which the image processing apparatus is 
connected (paragraph 13). 
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It would have been obvious to one of ordinary skill in the art at the time of the 
invention to combine the teachings of Ito et al. within the system of Usami et al./Davis 
because a network ID is essential for the image processing apparatus to be identifiable 
and hence connected to a network. 

Regarding claim 14 , Usami et al. as modified by Davis teach all the limitations 
except for the following limitation. Ito et al. teaches wherein the information for 
specifying the image processing apparatus includes a user ID of the image processing 
apparatus (paragraph 13). 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to combine the teachings of Ito et al. within the system of Usami et al./Davis 
because a network ID is essential for the image processing apparatus to be identifiable 
and hence connected to a network. 

Regarding claim 15 , Usami et al. as modified by Davis teach all the limitations 
except for the following limitation. Ito et al. teaches wherein the second information 
includes processing date information of the image data (abstract). 



It would have been obvious to one of ordinary skill in the art at the time of the 
invention to combine the teachings of Ito et al. within the system of Usami et al./Davis 
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because the processing date information will enable ID of the embedded supplemental 
information to be unique and hence more secure. 

Response to Arguments 

8. Applicant argues that the combination of references do not teach additional data 
randomly arranged with image data, wherein the additional information is arranged 
across the whole area of the image data (page 8 and 9). 

Regarding applicant's argument, examiner disagrees. First, Davis teaches a 
Super Pin, which is comprised of a Secret Identifier and Random Data (see fig. 2). The 
Secret Identifier is the user's PIN (or image data, that is, the data that is supposed to be 
retrievable for later use). The Random Data is data that the user places sporadically 
throughout the Super Pin in any remaining spaces to ensure the Secret Identifier can 
not be easily obtained. The Random Data is the additional data as claimed by 
applicant. The Random Data isn't only used for encryption, i.e., the Random Data is not 
the "key" for encrypting the Secret Identifier. The Random Data is additional 
information that is added to the Super Pin to make it hard to find out where the Secret 
Identifier and Random Data are located. The client, or user, is manually providing the 
encryption (scrambling) by making choices (based on time, dates, random numbers that 
the user thinks) for the Random Data (see col. 5, lines 32-35) 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to BRANDON S. HOFFMAN whose telephone number is 
(571 )272-3863. The examiner can normally be reached on M-F 8:30 - 5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nasser G. Moazzami can be reached on 571-272-4195. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



/Brandon S Hoffman/ 

Primary Examiner, Art Unit 2136 



